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Content
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• Single Sign-On Implementation

• Multi-Factor Authentication
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Your digital identity is more 
than ‘Password123’
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Multi-Factor

Source: Splunk Inc.

• Something you have 
• Something you are
• Something you know
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Source:  haveibeenpwned.com

Why Multi-Factor Authentication



Our Journey
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Single Sign-On using Shibboleth

Enable MFA on Critical Applications

Roll out as ‘optional’, start with 
technical staff and Admins

Enforce MFA for key users

User Awareness on Multi Factor Auth
www.turnon2fa.com



Technology Stack
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Source: 
shibboleth.net
f5.com
duo.com

BIG-IP Access Policy Manager

Duo MFA



Balance between security and usability
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Single Sign-On
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MFA using Duo
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Source: Duo Security



MFA Policy
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New Location

High Risk 
User

Key 
Application

Trigger for MFA 



MFA Logic Flow
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Advantages
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Device Health

Different options



Issues and challenges
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• User Awareness and education around ‘MFA’

• Bring Executives on Board

• Reluctance to use personal device

• Session limit for f5 APM

• Duo Look and Feel is not customizable – at this stage
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Questions?
dushyant@deakin.edu.au
@du5hyant
linkedin.com/in/du5hyant


