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Your digital identity is more
than ‘Password123’
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Multi-Factor

 Something you have
* Something you are
* Something you know
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284 5,044,555,541

pwned websites pwned accounts

Largest breaches

711,477,622 Onliner Spambot accounts
593,427,119 Exploit.In accounts
457,962,538 Anti Public Combo List accounts

393,430,309 River City Media Spam List
accounts

359,420,698 MySpace accounts
234,842,089 NetEase accounts
164,611,595 LinkedIn accounts

152,445,165 Adobe accounts

112,005,531 Badoo accounts

105,059,554 B2B USA Businesses accounts

Source: haveibeenpwned.com
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Recently added breaches

777,649 ViewFines accounts
@ 24,853,850 VNG accounts
17173 7,485,802 17173 accounts
vopus... 10,371,766 TGBUS accounts
EHTikeCheats 188,847 ILikeCheats accounts
. 6,844,490 CashCrate accounts
mriNeAt 27,971,100 Taringa accounts
386,489 Smogon accounts
13,873,674 HIAPK accounts

Betalitysextatioo 3,204 Bestialitysextaboo accounts
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Our Journey

Single Sign-On using Shibboleth

User Awareness on Multi Factor Auth
www.turnon2fa.com

Enable MFA on Critical Applications

Roll out as ‘optional’, start with
technical staff and Admins

Enforce MFA for key users

A
DEAKIN

UNIVERSITY

Deakin University CRICOS Provider Code: 00113B



Technology Stack

Shibboleth.

@ BIG-IP Access Policy Manager
@ Duo MFA

Source:
A

shibboleth.net
f5.com DEAKIN
duo.com UNIVERSITY
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Balance between security and usability
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Single Sign-On

& signon.deakin.edu.au
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Single Sign On

Username and Password

Username

Password

or

Sign on with Deakin 1-Click

I need help accessing my account
Terms of use  AAF Support

Stay safe! Always check for signon.deakin.edu.au
in your browser.
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MFA using Duo

PASSWORD PROOF ACCESS

v

........ SUCCESS !
Lo.h%
. DEAKIN
Source: Duo Security UNIVERSITY
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MFA Policy

Trigger for MFA
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MFA Logic Flow

Authenticate

Start Check
Successful Enrolled Devi Not Duo
User EVICE Trusted Auth|Fail
Trust
Bypass
MFA
Add to Trust
$S0 Auth Fail Register
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Advantages

Devices

170 Devices 300 Devices

— »f your devices are ) of your devices are
0, N N 9
L) 90% Desktops and Laptops L) 10% Mobile Phones and Tablets

Out of date plugins

Total devices Devices with out of date plugins

‘ .

e — e —— E— 148 Devices

70 Devices

November 14
e
o0 event i

NOVEMBER

Show @ Combined Java Flash

Device Health

| 23
1 27 232700 ‘ ‘
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Different options
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Issues and challenges

e User Awareness and education around ‘MFA’
* Bring Executives on Board
 Reluctance to use personal device

e Session limit for f5 APM

* Duo Look and Feel is not customizable — at this stage
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